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SIP: THE NEXT STEP IN CONVERGED IP COMMUNICATIONS

EXECUTIVE SUMMARY

IP communications technology—the convergence of, daiae, and video onto a single network—can hegf@anizations to reduce the costs
and complexities associated with communicationstarghable progressive business gains. For morefiveyears, Cisco Systefhkas been
delivering the comprehensive benefits of IP comrmatidns to enterprises and service providers alike.

Session Initiation Protocol (SIP) builds on thecttnmunications foundation by providing a standdrdsed approach to enabling

IP communications with numerous devices and appdics. This paper describes the benefits of Siéhterprise customers and explains the
comprehensive Cis€aoadmap for delivering SIP-based solutions—an émglstrategy that helps deliver stronger IP commativns benefits
to enterprise customers today and in the futurgafiizations that adopt Cisco solutions can reappénefits of IP communications and
establish a solid foundation to support new andrgimg SIP networking technologies.

INTRODUCTION
A project manager receives an e-mail message itiigrivim of a crucial change in a project currenthderway. He needs to quickly rally his
project team to deal with the new development.

He clicks on the “Project Team” icon in his addreesk and sends an instant message inviting time tea rich-media conference to
commence immediately. The icons next to each teamber's name indicate that five of the six team berm are available. The sixth team
member will receive the message on his cell phaleegting him to join the conference in progress mhe can.

Following the URL provided, each team member cotaeca meeting that includes audio and Web conféng capabilities, enabling all
participants to access and update the master ppggming document. Within minutes, the five te@embers are participating in the
conference, even though two are on the road (lesthived the instant message via wireless connectiotheir PDAs). With a click of the
mouse, the manager decides to record the meetingddenefit of the sixth team member.

After discussion, the team members can begin tatamng of tasks related to the project change. Téagager e-mails a recording of the meeting
to the sixth team member, who will be able to histe the whole conversation as soon as he is &l@jland can view changes to the master
planning document. He'll be informed of the changed the resultant tasks, without the manager hgaweimecap the entire meeting.

Only 15 minutes have elapsed from the time theggatopanager received word of the crucial change.
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Figure 1

An Integrated Communications Scenario
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IP COMMUNICATIONS AND SIP
Converged IP network technology is a reality. Cibas been delivering these types of productivityefies for years, with solutions built on
Cisco AVVID (Architecture for Voice, Video and Irgeated Data), a blueprint for building secure, higifformance converged IP networks.

SIP is a peer-to-peer, multimedia signaling prokdicat integrates with other Internet serviceshsas e-mail, Web, voice mail,

instant messaging, multiparty conferencing, andimebdia collaboration. When used with an IP infrasture, SIP helps to enable

rich communications with numerous multivendor desiand media. SIP can set up individual voice oference calls, videoconferences and
point-to-point video-enabled calls, Web collabaratand chat sessions, or instant messaging sessbmsen any number of SIP enabled
endpoints, including IP phones, PCs, laptops, pedstigital assistants (PDAs), and cell phoneshé&opening scenario, the participants could
be using end devices from any number of differemdors, and if the devices supported the neceSsBrgpplications with sufficient attention
paid to implementation, the rich-media confereraléwould work perfectly.

SIP is an IETF standard that promises to open wmifmunications networks to new hardware and soétwkayers, giving enterprises more
options and flexibility in building converged netiks. At one time, enterprises that employed timas@bhn multiplexing (TDM)-based PBXs
had to rely on the PBX vendor to supply any requfeatures and functions; now, converged IP netsvarid SIP open up the application
development process, allowing applications fronepehdent software vendors with expertise in speeditical markets. This process is
enabled by the approach the IETF has taken to &IBhvis defining the base-level functions requifedinteroperability, but leaving room for
differentiation at the application level.
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Cisco has been instrumental in defining SIP stadglarhe company has been at the forefront of SIfnt@ogy since the first SIP IETF RFC
was published in 1999. Cisco engineers currentghar both the SIP and the related SIPPING workgrayps, and the company has been
delivering SIP-enabled products since 2000. Cismogarticipated in numerous multivendor SIP interapility and test events, and is a
founding member of the SIP Forum industry groupdéfivering SIP-based solutions, Cisco draws omsyefiexperience building converged
IP networks for enterprises as well as service iggrg—an advantage that is unique in the industry.

SIP Specifics

The core SIP specification is documented in RFCL3&& in companion documents. These standardsedéfnoperation of SIP and

how sessions are established, defined, and caedrdlhese specifications completely replace thgirai version of the SIP specification that
was documented in RFC 2543.

The basic elements of a SIP system are user ageatsroxy servers. The SIP user agent is softwates implemented in end-user devices
and server components to manage the SIP connebksan.agents include endpoints such as IP phofiesn&dia gateways, conferencing
servers, and messaging systems. SIP proxy seoutes SIP requests to their appropriate destinatl®resxies are typically collocated with a
SIP registrar, which maintains a list of contactsspecific users or accounts within a specifidtfnain. SIP employs the Real-Time Protocol
(RTP) to transfer packetized voice, video, and dateal time between user agents (Figure 2). iBiise same RTP protocol that Cisco has
employed in all of its IP communications solutiogsjng the company years of experience with thatqmol.

Dispelling the Myths
As is often the case with emerging technologies, some facts about SIP are overlooked and some of its capabilities are overstated. By itself, SIP
is not a communications panacea—it works with many other standards to foster open, reliable, rich multimedia communications.

Important facts about SIP:

= SIP is a signaling protocol that is independent of transport protocol; it can run on top of several transport protocols, including User
Datagram Protocol (UDP), TCP, and Stream Control Transmission Protocol (SCTP).

= SIP does not mandate or include specific quality of service (QoS) capabilities; it works with other protocols that perform this function.

= SIP is independent of any security protocol and may be used with several security protocols, such as Transport Layer Security (TLS) and
IP Security (IPSec).

= SIP is a peer-to-peer protocol, not an IP-to-PSTN gateway control protocol such as MGCP or H.248.

= SIP provides methods to control sessions, but does not specify the applications and services that will use those sessions; as a result, SIP
does not guarantee application behavior.

= SIP is independent of the media used, allowing the flexibility to initiate sessions for different media types.
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Figure 2
SIP Architecture
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With SIP, users can be referred to in the samethatye-mail addresses are used. For example, okl be defined as “sip:
bob.jones@cisco.com”, or by a telephone numberdbsuch as “14085553563". Using the database @ftezgd contacts and

locally configured policy, a SIP proxy can resoévaser address or telephone number to the progénaion IP address within its domain.
SIP proxies also use IP services such as the glxdrakhin Name System (DNS) to find SIP servers reotiomains and the emerging ENUM
standard to map public telephone numbers into éexito various IP addresses that DNS can recognize.

Adding Applications to SIP

SIP is attractive as a signaling standard becdussiconnect and control communications sessietveden applications, independent of media
type or the function performed by the end applaai SIP is known as a “methods-based” signalingoppl because it provides the methods
to connect, signal, and control sessions. In thases, SIP is quite different from a “functionallgsied” signaling protocol, such as Q.SIG,
which is used not only to establish sessions, lsatta define the specific features those sessiansupport.

The distinction is important—it greatly affects irgperability and flexibility. As a peer-to-peer pwool, the intelligence involved in SIP-
enabled applications is distributed to endpoints aher components, not centralized in a singleamaitrol component. New features can be
added without upgrading infrastructure components &is proxy servers, and developers do not requineate knowledge of the SIP
infrastructure in order to write SIP-enabled apgtians.

This opens up the application development processird-party developers who can create targetedically oriented applications. Internal
users at a financial services company, for exangpéelikely to want features that are consideralifferent from those used by telemarketers in
an outbound call center. SIP enables independémiese vendors (ISVs) with expertise in each matkedevelop applications specific to
those areas. This type of open development envieohnepresents a dramatic shift from the traditidizM-based PBX paradigm discussed
above. By opening up the application developmentgss to more players, SIP promises to provide imoievation in less time and at less
cost.

SIP also gracefully supports protocol extensionghat applications can support advanced featurésan still interoperate with other, less
functional applications. Consider the following ex#le. Three colleagues are on a conference cab. Githem are at a headquarters location
where their SIP-enabled IP phones support videahibifles; the third is at a remote office that domt support video phones. SIP will
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establish the conference among the three userslimgméhe video portion for the two users whoseipaent supports it. The third user will
participate in a traditional audio call. This istaft from the “least-common denominator” approaohyhich only functions supported by all
users are implemented (none of the colleagues wmmikble to use video).

In this way, SIP supports innovation within appfioas that can be combined, yet still works witimigr applications that support features that
have not been extended. In fact, SIP extensionsalebw SIP discovers the feature set each endpopyorts, and how SIP establishes each
call accordingly.

Built on an IP Base

The SIP communications model is based on IP anslerdsting protocols and services, including DN$PRthe Session Description Protocol
(SDP), and Transport Layer Security (TLS). Whil® $kan work with any underlying transport protodosupports more advanced applications
at lower costs and with better features on an HRnoonications infrastructure because it can takeuaidge of all of the well-defined services
and protocols that IP offers.

Video and multimedia applications, for example, fareeasier to deploy over an IP infrastructure netegpplications like video are treated as
just another RTP stream. While SIP could be usedipport video in a circuit-switched TDM infrasttue, doing so would require a complex
series of signaling gateways to convert betweekgiaaend circuit-switched formats.

CISCO AND SIP

Few companies can claim as much SIP expertisesz® Givhose engineers have authored and contribotseleral SIP-related RFCs,
including the core RFC 3261 and others that addsssgs ranging from Network Address TranslatioATNdevice traversal to presence and
security. Cisco contributors have also chairedomhaired several relevant IETF working groups,udioig SIP, SIPPING, IPTEL, ENUM, and
MIDCOM.

Cisco released its first SIP-enabled Cisco IOS®wgaydn February 2000, and its first SIP-capablgli®ne, the Cisco IP Phone 7960,
in August 2000. A SIP proxy server followed in 208thile SIP was in its early stages, customers \abte to build SIP-enabled networks
with Cisco products, and many early adopters engal@yisco equipment to deliver revenue-generatingces while learning more about SIP.

SIP Proving Ground

Much of Cisco’s early SIP work involved proof ofrmept—proving that SIP worked in an IP telephonyiramment, with traditional features
such as caller ID, call hold, call transfer, angt&iway calling. Capabilities such as announcinglktransfer to the recipient before connecting
the call (which involves setting up a media strgaiar to connecting the call) had to be tested &kensure they would work through RTP
streams and SIP-to-public switched telephone nét@RBTN) gateways. Similarly, TDM out-of-band siing (which passes information such
as caller ID data) had to be passed via the S\amket

Most of the early adopters of SIP technology wereng service provider companies looking to difféiete themselves by providing IP-based
services. They include Vonage, the IP-based teleuamitations services provider that used Cisco &lEvgays and SIP analog telephone
adapters (ATAs) to launch its service in 2001, B&da Swedish IP-based telephony service provi8igr even companies such as Microsoft
saw the promise of SIP as far back as 2001, wHanriched the SIP-enabled Windows Messenger Ugdiaits MSN .Net initiative. The
Windows Messenger Update enabled MSN users to BHkenabled voice over IP (VolP) calls from the MBissenger client, with Cisco
providing the SIP infrastructure to Microsoft seeviprovider partners.

While Vonage, B2, Microsoft, and Cisco were helpiagprove the viability of SIP in the service prder realm, Cisco was proving

the viability of converged IP networks in the eptége realm with Cisco CallManager and related potel When Cisco was first implementing
its IP communications strategy in the late 1990B,V#as not ready for enterprise deployments—marntgdifuilding blocks were still in the
formative stage. Instead, for session initiatioisc@ employed H.323 coupled with its own Skinnye@ti Control Protocol (SCCP) and with the
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Media Gateway Control Protocol (MGCP), using thgsstocols to help companies gain experience withraap the benefits of IP
communications. Through this process, Cisco gauadehble experience in delivering enhanced voiag,cand video services over an IP
infrastructure, while developing applications ttekke advantage of that infrastructure.

Cisco has worked with other vendors to ensureapierability for SIP. In addition to its work withé IETF, Cisco has been a regular
participant in SIP its since its inception in 1999Pits are weeklong, engineering-driven eventsdiaated by the SIP Forum, where vendors
work out interoperability issues in their SIP implentations.

These parallel efforts are coming together as Gigtiwers on its strategy to incorporate SIP intec@ CallManager and the rest of its IP
Communications products.

THE CISCO SIP ROADMAP

Cisco is uniquely positioned to take advantagdlaffahe capabilities that SIP has to offer. Witle largest SIP-enabled product line in the
industry, Cisco is applying its own SIP experiet@és enterprise solutions, helping to ensure thatcompany’s implementations are
interoperable. Cisco is also working with partnempanies to help ensure that their SIP-enabledcgipins mesh well with the Cisco
infrastructure. This strategy will bring new capaieis to users by opening up the application deprient process to new players—enterprise
customers will no longer need to rely on PBX vewsdor all telephony features and applications.h&t same time, the open nature of SIP will
enable enterprises to buy equipment and software fore suppliers, giving them more flexibility.

Adding SIP to the Enterprise
For enterprises, SIP offers at least three majoefits:

 Interoperability—Customers can build systems using components suldh ghones, soft phones, and collaborative aggitsfrom
multiple vendors. This allows them to select thebimmations of price and features that best suinthehile giving individual end users the
devices they are most comfortable with and thenso# that works best in their environments.

¢ Innovation—The building block approach that the IETF has takedtefining SIP leaves room for innovation in terof the applications
that vendors can deliver. An early example is thplémentation of presence around voice and inst@ssaging applications. As in the
scenario in the introduction, presence data cam f@wverful addition to various applications, enadplusers to instantly determine whether a
colleague is on the phone; out of the office builable by cell phone; online and able to accegtisint messages; and so on. SIP also allows
users to express their preferred means of commiionsa

* Investment protection—SIP-enabled endpoints and proxies can be addedsting IP communications infrastructures. For eganCisco
has a roadmap for SIP-enabling Cisco CallManagecddJnity™ unified messaging, Cisco MeetingPlaceé ather Cisco IP
Communications solutions. Many customers have @réailt highly functional converged IP networkghwvapplications such as IP-based
call processing that allow for new levels of mdliind unified voice, e-mail, and fax messagindeta have IP-based call centers that
integrate voice, e-mail, and Web customer contdétese customers are understandably concernedrthi@hanges to core protocols will
disrupt such applications, or will take away featuthat users and customers have grown accustemed t
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Cisco is working diligently to ensure our productgration to SIP will not take away features orsmdisruptions to existing applications. As
the company works to deploy SIP on its range cfdRtions, Cisco is making sure that SIP suppbesrimary features and functions that
customers currently enjoy. Using SIP, customerkheilable to take advantage of new options in terhtee endpoints they can deploy and,
over time, the applications available to them fiGisco and third-party providers.

As a result of its pioneering SIP work and its fjlatalevelopment of converged IP infrastructureisc@ now supports the largest SIP-enabled

product line in the industry (Table 1).

Table 1

Enabling the Cisco Product Lineup for SIP

Product Description SIP-Enabled

Cisco BTS 10200 The softswitch empowers service providers and large enterprises to gracefully transition to Yes

Softswitch packet-based technology; serves as an interface to enhanced service and application platforms.

Cisco SIP Proxy Server Call control software provides numerous call routing capabilities in both small and large Yes
networks.

Cisco CallManager Market-proven IP call processor added SIP network-side support in Version 4.0; line-side Yes
support is in development to enable communications with SIP endpoints.

Cisco CallManager Cisco 10S router-based call-control application for small businesses and branch locations offers Yes

Express SIP network support.

Cisco 10S gateways Cisco 10S Software-based access router and gateway products have been supporting SIP Yes
trunking for enterprise and service provider customers since 2000.

Cisco PGW 2200 PSTN Bridges legacy PSTN networks with packet networks; used by Swedish carrier B2 to launch Yes

Gateway residential IP voice service in 2002.

Cisco IP phones Industry-leading IP phones; more than three million shipped, including many to service providers  Yes
for SIP implementations.

Cisco ATA 186/188 ATAs are used by service providers to offer residential VolP services since 2002. Yes

Analog Telephone

Adapter Software

Cisco Unity unified Unified communications and voice messaging server is used with Cisco CallManager and for Yes

messaging integration with existing hybrid and TDM PBXs.

Cisco Survivable Remote Provides backup registrar and redirect services in the event that a SIP endpoint is unable to Yes

Site Telephony (SRST) communicate with its primary SIP proxy; also provides a PSTN gateway.

Cisco MeetingPlace Rich-media conferencing system includes voice and Web conferencing capabilities; ready to Yes
serve thousands of SIP endpoints.

Cisco PIX ® products Firewall products support both H.323 and SIP while gracefully addressing NAT issues. Yes

Three-Phase Approach

Several years ago, Cisco defined a three-phaseaqgipto introduce SIP into the Cisco AVVID entesprsolution. Cisco has completed the

first two phases and is actively working on Phasdéu@ to market in 2005.

Driving Development

In Phase 1, which began in 2000, Cisco introdud@ds8pport to its Cisco 10S Software-based gatewagsfirewalls, enabling
enterprises and service providers to begin depip8ifP-based solutions. Cisco also added a SIP-lastdt messaging client into

several Cisco IP phones as a demonstration applicathis client enabled an IP phone to integrath imstant messaging systems
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such as Microsoft Windows Messenger and Lotus Saregand was meant to demonstrate the strengtbrfecged networks and to begin

collecting market feedback to better understandr@dfket requirements.

Given the success of its trials, Cisco is explotimg productizing of this feature such that usessld/be able to send instant messages to
colleagues from their IP phones and to easily ‘laseathe session to a phone conversation, if neetlerough this pioneering work, Cisco has
gained real-world experience in how customers capl@y SIP and use the capabilities that SIP enablesh as presence and instant
messaging. Cisco has also discovered ways to atee§iP-enabled applications with its own prodwsiish as the advanced display

capabilities of Cisco IP phones.

Full-Featured Solutions
In Phase 2, Cisco added SIP support to Cisco Calliger, Cisco CallManager Express, Cisco BTS 10200 0ther system-level components.

For example, with Cisco CallManager Version 4.0iveéeed in early 2004, Cisco introduced SIP supgaortilar to the network-side interface
that it has with H.323 today, enabling customernske advantage of SIP signaling over an all IPakstructure to connect to core SIP
networks which support various SIP services andicgijons as well as SIP User Agents (Figure 3)difidnally, SIP network-side support on
Cisco CallManager enables users to employ hosteeeBabled applications from service providers, gt telephony and multimedia
conferencing services. And because SIP is implesdematively within Cisco CallManager, as well aghivi all Cisco call processing agents
and gateways, customers do not have to purchastioadtisoftware, servers, or network infrastruettw be assured of SIP support.

Figure 3
The Cisco SIP Enterprise Vision—Phase 2
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Cisco plans to build on the IP Communications sohg it has already delivered by providing fuléfiered, standards-based SIP solutions that
are integrated with existing IP Communications 8ohs and services. This will provide investmerdtpction for customers, allow them to
extend the capabilities of their existing IP Comiations investments, while delivering new levelsnmovation with SIP enabled

applications.

Implementing SIP on many call-processing compongivess customers deployment flexibility. Enterpriseounts that need distributed call
processing can deploy Cisco CallManager Expresmatler sites, with Cisco CallManager at largezssdnd Cisco BTS 10200 softswitches
providing a centralized dial plan and managemedthaling functions—all connected via SIP-enabletwok links. The Cisco BTS 10200
can also provide 911 support for SIP endpoints,hasdprovided line-side support since early 2004h WIP interfaces supported on Cisco
Unity and Cisco Unity Express unified messagindesys, customers can tie these systems in via SWonrielinks as well.

Investment Protection

In Phase 3, Cisco is adding line-side support fBrt6 Cisco CallManager and Cisco CallManager Esqmrextending SIP support to endpoints
and User Agents (Figure 4), and allowing any SiRmant IP phone to register directly with Ciscal®@anager. Customers can migrate to
SIP at their own pace, protecting investments istig infrastructures and applications. For examplhen Cisco CallManager SIP support is
extended to SIP endpoints, customers can contiusd devices that support SCCP, H.323, and MGG waltegrating SIP endpoints
providing equivalent functions that will take adtege of each protocol’s strength. Once again, 8fpart will be native to Cisco

CallManager and CallManager Express—no additionfalvaoe or equipment will be required.

Figure 4
The Cisco SIP Enterprise Vision—Phase 3
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Also in Phase 3, Cisco and its partners will delivew and innovative SIP-based applications. Ingians will target rich-media
communications applications that integrate voitge®, instant messaging, presence, and desktojzaipphs to better serve enterprise
customer needs. Cisco aims to deliver capabilitiesthose in the opening scenario to this papenaby end users can easily connect with
each other, using the communications media andeégvthat make the most sense at the time. With ruseapplication developers working
together to develop SIP-enabled applications, tssipilities are virtually endless.

An Army of Developers

The power and promise of SIP will truly be realizedhe applications. Cisco is working with its frears to make sure that the individual needs
of multiple vertical industries will be met with Blenabled applications that have been thoroughktedefor compatibility with the Cisco SIP-
enabled IP Communications infrastructure.

Cisco is taking a systems-based approach to Sddress interoperability and the features requlrezlighout all of its products. This
approach addresses four fundamental elements:

* Network infrastructure—The foundation network that carries all IP datdac&pand video traffic; includes workgroup switchesiters, and
connecting links and helps to ensure proper Qo&lfapplications.

¢ Call-processing systems—Servers and associated equipment for call managenwartrol, and accounting.

« Endpoints—IP phones, video terminals, and other user devi@sconnect to IP communications systems.

» Applications—User applications such as conferencing, unifiedsagisag, customer contact, and Extensible Markuguage (XML)-
enabled communications, as well as custom tootsetttand the capabilities of IP Communications eayst.

SIP AT WORK

In the Cisco vision, SIP uses the underlying Ci&€ommunications infrastructure to enable apgbecetincorporating technologies that
include presence and intelligent call routing, impng communications over multiple types of mediag ultimately enhancing user
productivity. Some examples are included to illatgrthis.

Find Me/Follow Me

SIP can be used to drive powerful presence cafiabithat allow new levels of find me/follow me@ees. Many of these capabilities are
being defined in the IETF SIMPLE Working Group. @ate, presence capabilities have largely beenddrti “off-line” or “online,” but the
possibilities envisioned by SIMPLE—and Cisco—arenfare sophisticated.

Imagine presence integrated with a calendar functfan end user is in a meeting and receivesoa@leall from someone who is supposed to
be in the same meeting, the call processor directhferences the caller into the meeting; callmfadhers could be routed to voice mail.

Advanced applications can also recognize the Hiiratsindicate the best method to reach a useryagiaan time. Next-generation (3G)
wireless systems, for example, are expected tdBe®abled and will incorporate presence data. Systems will be capable of recognizing
when a user’s cell phone is moving, as well akitation. That presence data can be used by thei&Bled call processor to route incoming
calls to the user’s cell phone, as in the exampibeabeginning of this paper.
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Calling Preferences

SIP has defined extensions that deliver powerfilincppreferences and capabilities, giving usens nentrol over calls that they place and
receive. When placing calls, users may choosemectomplete a call if it is going to voice mail. Slanly, the user may indicate that calls from
certain colleagues or customers should never goit® mail, but be routed to an alternate contasteiad.

Telecommuting and Travel
Presence and calling preference capabilities ensgdes who are working from home or on the roaghtploy the same features and functions
they have at their offices. For example, a usemtag an IP softphone into any broadband outletlzgin receiving calls.

Presence-Enabled Directories

When integrated with directories, presence datahedmusers glean useful information from numempslications. Consider a list of missed
calls. An IP phone user reviewing a list of calissad while away from his desk can immediatelyteegresence status of each of the
callers—whether each is available now, on the phonaway from the phone, for example. Such apptinatwill greatly reduce missed calls.

Rich-Media Conferencing

SIP can deal with multiple forms of media at theneaime. For example, two colleagues may be onoa@leall with each other while
conducting a Web conference to collaborate on semtation. One session is on an IP phone; the othardesktop PC. One of the users has to
leave the office, but is able to transfer the phcaieto her cell phone and the Web session tdPiek; SIP treats both sessions as one call.

The IETF continues to develop advanced SIP capiakilifor example, having multiple user agents evafing on a user's behalf. Picture a
user entering a conference room where he need#ta videoconference and a collaborative whitethsassion. He uses his PDA to dial the
videoconference number and simply checks off thitgeAdoard as another media option. His SIP-enaB@d communicates with the white
board user agent to establish that session; thrasugaickly online to both. When the meeting i€gvhe user can terminate both sessions with
one click.

Interdomain Capabilities

Many companies have created IP- and SIP-based comoations systems that work inside a single domsich as within a single company.
Because SIP is based on IP, it is not limited tthsingle-domain use. Just as e-mail can be shippedeen any two companies with valid
Internet addresses, SIP can initiate sessions bete@mpanies with different domains, and carry teetirely over the Internet. This requires
proper security and authorization, as addressddntite SIP standards. As companies become moiigaiamith SIP and its capabilities, they
will find that features such as call transfer andferencing can be used between and among differganhizations that support the appropriate
standards.

Desktop Application Integration

Consider a Microsoft Word document that has bedea@dy several team members. As usual, each psrsomments are visible in the
document, but a SIP-enabled document could alse bantact information for each reviewer. With a@ienclick, a user could send an instant
message to a reviewer to ask a question, or usenme data to determine whether a reviewer isablaifor a phone call to discuss the
document.
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THE CISCO ADVANTAGE

Given that SIP is intended to take advantage adrdfh-based protocols, SIP-enabled applicationsypieally best suited to be delivered over
an all-IP infrastructure. Applications that involrailtimedia solutions, including video, can be dgeled over an IP infrastructure—all forms of
communications are treated as just another patieztns. Incorporating video and data into a TDMasfructure on the other hand, while
technically possible, involves deploying severakgays, dramatically complicating the initial degioent as well as ongoing operations.

Extensive IP Experience

Cisco has five years invested in its Cisco CallMganeébased IP infrastructure and has proven theliyabf converged IP networks in the
enterprise (Figure 5). As it SIP-enables its IP @amications product lineup, Cisco can take advantdghe IP Communications services and
internal call control capabilities already builtarits products, as well as the many partnersahatdeliver applications and tools that work
with the Cisco IP Communications infrastructurem@etitors that merely add a SIP line card to enttdé call-control platform to talk SIP
with certain endpoints will not be able to take athage of the capabilities that an all-IP netwadvjles.
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Figure 5
Cisco IP Business Voice Architecture
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Some of these capabilities stem from the fact ihatlows for a separation between the call contriphstructure and the underlying transport
medium. For example, Cisco CallManager Versionag¢l@ed support for video telephony, enabling useesitl video capabilities to a
telephone call. In practice, this capability is lempented by simply adding an additional RTP stréaiamn existing telephone call. The same
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features that are already supported for voice callthe IP phone—such as call forwarding, three-gadlyng, and call transfer—work with the
video stream. Supporting a video-enabled voicearakh TDM platform with all those same features Mdaequire a far more complex
implementation, with protocols that enable settipgseparate voice and video connections, then ngetgem into one logical session. Having
all call processing functions delivered on an IBebmakes such capabilities far simpler to implepdgyploy, and support.

Unlike a PBX or hybrid environment, in an IP comnmations environment, telephony applications anghbdities can be integrated at the
workstation or in an IP phone to support Web brewsalendaring, e-mail clients, and other applaradi

SIP IMPLEMENTATION ISSUES

Implementing SIP by itself does not ensure thatarusrs will be able to deploy a given product jpraduction network. The IETF continues
to define numerous extensions to the core SIP atdriiat vendors may choose to implement. Eachoramdst decide which SIP-related
mechanisms its products will support and then nsake its products implement them in such a waytti@products reliably interoperate with
one another.

Cisco has developed a set of baseline requirertieattsiefine the SIP-related capabilities that &itoSIP-capable products will support. The
baseline defines architectural considerations,riga@nd trust models, privacy and identity hanglioross-domain operations, NAT and
firewall traversal, media server and presence seeggiirements, caller preferences, and numerdwes oéquirements. These requirements give
coherence to Cisco SIP implementations, while offecustomers Cisco SIP-enabled products that baga fully tested for interoperability.

As noted earlier, SIP and its extensions are desdigs building blocks. The SIP standard only dsfthe signaling protocol for establishing
and controlling sessions; it does not define hopliagtions or features should be built, or how tebguld be delivered. All typical calling
functions and features must be implemented usiadptiiding block functions embedded in end-usentger proxies. SIP RFCs do not detail
how SIP elements must be brought together to peatridse functions.

This approach allows for flexibility in order todter innovation, but also takes time and adds cexitglfor implementers of TDM-based
systems. TDM standards typically spell out everitideaving nothing to interpretation, which cstifle innovation.

While SIP allows extensions to support communicpéipplications, the way that SIP signaling pring\are used to support a feature is a
matter of best practices. Customers and vendors prars and test applications carefully; in manyesashey must build these applications

from scratch, exposing themselves to potentiatampterability, manageability, and scalability issasghey deploy them. Customers should
examine how vendors address various SIP implenientatsues, including those that follow.

Interdomain Operation

As discussed previously, one of the advantage$Rofshe ability to communicate between domaimedlly via the Internet. Consider
arranging a multimedia conference with a businesspr company. Today, you would likely do thisotigh a third-party conferencing
provider. If both you and the partner company erygibSIP-enabled multimedia infrastructures, thda@mce could be conducted directly via
the Internet, with no need to reserve conferemae tir pay for the service. It would be as easyudisng multiple recipients on the “To:” line

of an e-mail message. While this type of capabiditgminently feasible using an all-IP infrastruetLit is far more difficult in an environment
that involves TDM switching, which requires numesd®STN-to-IP gateways. In either case, it requicaspatibility between the applications
on both ends.

Security

Information security is a primary area of focus @sco. SIP takes advantage of existing IP secatégdards to help ensure the integrity of
communications sessions. SIP supports TLS, theesgocto Secure Sockets Layer (SSL), to securgighaling channel while Secure RTP
(SRTP) encrypts the media to ensure voice privaagether, they represent a strong security systsgadon established standards including
Advanced Encryption Standard (AES), the U.S. gowemt encryption standard. Cisco already suppor& ifilits SIP proxies and has pledged
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to support TLS and SRTP in its SIP-enabled IP ph@mel gateways. In addition, the Cisco PIX firewaltl Cisco 10S firewall products
currently support SIP.

NAT Traversal

NAT is a common way to hide a private IP addresmfthe public Internet and to extend the numbéPafddresses that an enterprise can
employ. NAT gateways translate a private addressra from inside an organization to a different mdd that is conveyed to outside

IP devices. That translation can be difficult iBI& session, since SIP needs to know the IP addfessh endpoint device involved in

a session. Many security component vendors adtiiedSAT issue by examining Session Description ¢tolt (SDP) information, and may try
to resolve addresses that were changed by NATs.afigroach can cause problems in certain scenpddg;ularly if the signaling

information is encrypted between the client andsirwer.

Another solution is a protocol called STUN (Simplaversal of UDP Through Network Address Transktowhich was coauthored by Cisco.
When a user sends a message to a server from mdlédd, the server will reflect back whatever addréhe NAT gives it. STUN allows this
reflected address to be used to establish an R§dtosewith the user inside the NAT, without invaolgiany of the SIP proxies in the middle.

Solutions to the NAT issue will vary depending be £xact scenario and environment; the industrynbtisettled on universally accepted
solutions.

Enhanced 911

Enterprise customers have legitimate concerns aimutall-IP networks can support Enhanced 911 (E}@inergency features. Cisco
addresses this problem with numerous solutionsodsnergency Responder dynamically identifies tloation of 911 callers in an
emergency, with no administration required whenngsoor people move from one location to anothesc&CCallManager keeps a real-time
location-tracking database with enhanced routingbdities that direct emergency calls to the appete Public Safety Answering Point
(PSAP) based on the location of the caller. Forllemaffices, Cisco SRST, a feature of voice-endtiliésco 10S platforms that provides voice
backup capabilities for small offices, also supp&t911 services by connecting to the PSTN.

Feature Support

SIP is intended to provide interoperability (enaglcustomers to use IP phones from one vendor whil@oying SIP proxies from another,
for example). Because many aspects of SIP-enablaitations are not defined in the standards, mai¢he implementation work is left up to
the vendors. Customers may find that not all festwupported by one vendor’s SIP endpoint will weitk another vendor’s call-control
servers and proxies; they need to specify whictufea they will need in their implementations.

Administration

One of the benefits of a converged IP network sed administration. Moves, adds, and changesnhedar easier to implement—no PBX
programming is required. Should a user move a plfrone one location to another, the Cisco CallMamag# immediately recognize the
unigue MAC address of the phone and update it9dagaccordingly. When implementing SIP, customeesl to consider how much control
administrators will have over their endpoints, utthg whether they can enable end users to reprotirair endpoints, distribute software to
endpoints, and enable different classes of feaforedifferent groups of users.
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CONCLUSION
With its years of experience of delivering effeetif’. communications solutions to both service pters and enterprise customers, and its
intimate knowledge of SIP standards and deploynssoes, Cisco is uniquely positioned to deliver ®Ifhe enterprise.

Cisco understands that customers already havdisagrtiinvestments in their IP infrastructures &nak they need to implement SIP in a way
that protects those investments. The company isgdibie work required to ensure that all of theuszg and applications that customers
currently enjoy with their IP installations willmein as they migrate to SIP deployments.

Cisco delivers SIP support on the widest arraysef gents and call-control platforms in the industcluding Cisco IP phones, Cisco
CallManager, Cisco Unity unified messaging, CisceeihgPlace rich-media conferencing systems, 3t® 10200 softswitches, and the
PGW 2200 PSTN gateways. Given Cisco’s longtimeigipgtion in SIP standards and interoperabilityqesses, customers can be assured that
all Cisco SIP implementations adhere strictly ustry standards and are thoroughly tested forapgrability. Using Cisco products,
customers will be able to build end-to-end SIP-é&wbP networks that address all enterprise reqmergs and connect to IP service provider
networks.

In short, customers can expect to get more befnefit SIP, in a shorter timeframe, by deploying GiSiP solutions.
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